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Chapter 1. Introduction

deegree webservices are implementations of the geospatial webservice specifications of the Open
Geospatial Consortium (OGC) and the INSPIRE Network Services . deegree webservices 3.4 includes
the following services:

¥ Web Feature Service (WFS) : Provides access to raw geospatial data objects

¥ Web Map Service (WMS) : Serves maps rendered from geospatial data

¥ Web Map Tile Service (WMTS) : Serves pre-rendered map tiles

¥ Catalogue Service for the Web (CSW) : Performs searches for geospatial datasets and services

¥ Web Processing Service (WPS) : Executes geospatial processes
With a single deegree webservices installation, you can set up one of the above services, all of them
or even multiple services of the same type. The remainder of this chapter introduces some notable

features of the different service implementations and provides learning trails for learning the
configuration of each service.

1.1. Characteristics of deegree WFS

deegree WFS is an implementation of the  OGC Web Feature Service specification . Notable features:

¥ Official OGC reference implementation for WFS 1.1.0 and WFS 2.0.0 Simple

¥ Implements WFS standards 1.0.0, 1.1.0 and 2.0.0 !

¥ Fully transactional (even for rich data models)

¥ Supports KVP, XML and SOAP requests

¥ GML 2/3.0/3.1/3.2 output/input

¥ Support for GetGmIObject requests and XLinks

¥ High performance and excellent scalability

¥ On-the-fly coordinate transformation

¥ Designed for rich data models from the bottom up

¥ Backends support flexible mapping of GML application schemas to relational models
¥ |SO 19107-compliant geometry model: Complex geometries (e.g. non-linear curves)
¥ Advanced filter expression support based on XPath 1.0

¥ Supports numerous backends, such as PostGIS, Oracle Spatial, MS SQL Server, Shapefiles or
GML instance documents

In order to learn the setup and configuration of a deegree-based WFS, we recommend

to read chapters Installation and Getting started first. Check out Example workspace 1:
TIP INSPIRE Network Services and Example workspace 2: Utah Webmapping Services  for

example deegree WFS configurations. Continue with Configuration basics and Web

Feature Service (WFS) .


http://www.opengeospatial.org
http://www.opengeospatial.org
http://inspire.jrc.ec.europa.eu
http://www.opengeospatial.org/standards/wfs
http://www.opengeospatial.org/standards/wms
http://www.opengeospatial.org/standards/wmts
http://www.opengeospatial.org/standards/cat
http://www.opengeospatial.org/standards/wps
http://www.opengeospatial.org/standards/wfs

1.2. Characteristics of deegree WMS

deegree WMS is an implementation of the ~ OGC Web Map Service specification . Notable features:

¥ Official OGC reference implementation for WMS 1.1.1

¥ Implements WMS standards 1.1.1 and 1.3.0

¥ Extensive support for styling languages SLD/SE versions 1.0.0 and 1.1.0

¥ Supports KVP, XML and SOAP requests (WMS 1.3.0)

¥ High performance and excellent scalability

¥ High quality rendering

¥ Scale dependent styling

¥ Support for SE removes the need for a lot of proprietary extensions

¥ Easy configuration of HTML and other output formats for GetFeaturelnfo responses

¥ Uses stream-based data access, minimal memory footprint

¥ Nearly complete support for raster symbolizing as defined in SE (with some extensions)
¥ Complete support for TIME/ELEVATION and other dimensions for both feature and raster data

¥ Supports numerous backends, such as PostGIS, Oracle Spatial, Shapefiles or GML instance
documents

¥ Can render rich data models directly

In order to learn the setup and configuration of a deegree-based WMS, we recommend

to read chapters Installation and Getting started first. Check out Example workspace 2:
TIP Utah Webmapping Services and Example workspace 1: INSPIRE Network Services  for

example deegree WMS configurations. Continue with Configuration basics and Web

Map Service (WMS) .

1.3. Characteristics of deegree WMTS

deegree WMTS is an implementation of the OGC Web Map Tile Service specification . Notable
features:

¥ Implements Basic WMTS standard 1.0.0 (KVP)

¥ High performance and excellent scalability

¥ Supports different backends, such as GeoTIFF, remote WMS or file system tile image hierarchies

¥ Supports on-the-fly caching (using EHCache)

¥ Supports GetFeaturelnfo for remote WMS backends
In order to learn the setup and configuration of a deegree-based WMTS, we

TIP recommend to read Installation and Getting started first. Continue with ~ Configuration
basics and Web Map Tile Service (WMTS) .

10


http://www.opengeospatial.org/standards/wms
http://www.opengeospatial.org/standards/wmts

1.4. Characteristics of deegree CSW

deegree CSW is an implementation of the  OGC Catalogue Service specification . Notable features:

¥ Implements CSW standard 2.0.2

¥ Fully transactional

¥ Supports KVP, XML and SOAP requests

¥ High performance and excellent scalability

¥ |SO Metadata Application Profile 1.0.0

¥ Pluggable and modular dataaccess layer allows to add support for new APs and backends

¥ Modular inspector architecture allows to validate records to be inserted against various criteria
¥ Standard inspectors: schema validity, identifier integrity, INSPIRE requirements

¥ Handles all defined queryable properties (for Dublin Core as well as ISO profile)

¥ Complex filter expressions

In order to learn the setup and configuration of a deegree-based CSW, we recommend

to read Installation and Getting started first. Check out Example workspace 3: An ISO
Catalogue Service setup for an example deegree CSW configuration. Continue with
Configuration basics and Catalogue Service for the Web (CSW) .

TIP

1.5. Characteristics of deegree WPS

deegree WPS is an implementation of the  OGC Processing Service specification . Notable features:

¥ Implements WPS standard 1.0.0

¥ Supports KVP, XML and SOAP requests

¥ Pluggable process provider layer

¥ Easy-to-use API for implementing Java processes

¥ Supports all variants of input/output parameters: literal, bbox, complex (binary and xml)
¥ Streaming access for complex input/output parameters

¥ Processing of huge amounts of data with minimal memory footprint

¥ Supports storing of response documents/output parameters

¥ Supports input parameters given inline and by reference

¥ Supports RawDataOutput/ResponseDocument responses

¥ Supports asynchronous execution (with polling of process status)

In order to learn the setup and configuration of a deegree-based WPS, we recommend

to read Installation and Getting started first. Check out Example workspace 4: Web
Processing Service demo for an example deegree WPS configuration. Continue with
Configuration basics and Web Processing Service (WPS) .

TIP

11


http://www.opengeospatial.org/standards/cat
http://www.opengeospatial.org/standards/wps

[1] Passes OGC WFS CITE test suites (including all optional tests)
[2] Passes OGC WMS CITE test suites (including all optional tests)

12



Chapter 2. Installation

2.1. System requirements

deegree webservices work on any platform with a compatible Java SE 8 installation, including:

¥ Microsoft Windows
¥ Linux

¥ MacOS

Supported Java SE 8 versions are Oracle JDK 8 ) and OpenJDK 8.

Newer Java SE versions such as the LTS versions 11 and 16 are currently not
NOTE supported by deegree 3.4. Please check out our wiki page Java 11 support for
further information.

2.2. Downloading
deegree webservices downloads are available on the deegree home page . You have the choice
between:

¥ Docker : Docker Image with deegree webservices on OpenJDK and Apache Tomcat el

¥ WAR: Generic Java Web Archive for deployment in an existing Java Servlet container

¥ 7IP: Distribution bundle with Apache Tomcat !

If you are confused by the options and unsure which version to pick, use the ZIP. All
TIP variants contain exactly the same deegree webservices webapp, they only differ in
packaging.

2.3. Starting and stopping

In order to run the ZIP version, extract it into a local directory of your choice. Afterwards, change to
the directory deegree-webservices-tomcat-bundle-3.4.x/apache-tomcat-8.x.y/bin and fire up the
included start script for your operating system:

¥ Windows: startup.bat

¥ Linux/MacOS: startup.sh (when starting via a Desktop Environment, choose "Run in terminal”,
and you may need to grant permission to execute the scripts with chmod a+x *.sh before)

You should now see a terminal window on your screen with a lot of log messages:

13


http://www.oracle.com/technetwork/java/javase/downloads/index.html
http://openjdk.java.net
https://github.com/deegree/deegree3/wiki/Java-SE-11-Support
http://www.deegree.org

Terminal
1471 INFO:
INFO:
INFO: [D:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO: D
INFO:

Figure 1. deegree webservices starting up

If you donOt see this terminal window, make sure that the java command is on the

TIP

system path. You can verify this by entering java -version at the command prompt.

Also ensure that JAVA _HOME system environment variable points to the correct
installation directory of a compatible JDK.

You may minimize this window, but donOt close it as long as you want to be able to use the deegree
webservices. In order to check if the services are actually running, open http://localhost:8080 in

your browser. You should see the following page:

deegree 3 console - Mozilla Firefox

deegree 3 console x W

€ @localhost ¢ |Bvcoge QW EHE ¥ A G- »

Security hint: No password has been set

Active workspace: default(extemal)  [Reload

general Welcome to the

metadata
tile

map layers
layers For more information, please refer to the official documentation

processes

provider

Figure 2. deegree webservices administration console

To shut deegree webservices down, switch back to the terminal window and press CTRL+C or

simply close it.

If you want to run deegree webservices on system startup automatically, consider

installing Apache Tomcat 8 as a system service. Afterwards, download the WAR
TIP version of deegree webservices and deploy it into your Tomcat installation (e.g. by

copying the WAR file into the  webapps folder). Consult the Tomcat documentation  for

more information and options.

2.4. Securing deegree

Most weaknesses in deegree come from incorrect or inappropriate configuration. It is nearly
always possible to make deegree more secure than the default out of the box configuration. The

14


http://localhost:8080
http://tomcat.apache.org
https://tomcat.apache.org/tomcat-8.5-doc/index.html

following documents best practices and recommendations on securing a production deegree
server, whether it be hosted on a Windows or Unix based operating system.

2.4.1. Software Versions

The first step is to make sure you are running the latest stable releases of software:

¥ Operating System including the latest updates and security patches
¥ Java Runtime Environment (JRE) or JDK

¥ Apache Tomcat, Jetty or your preferred Java Servlet container

¥ Third-party libraries such as GDAL, JDBC driver, and

¥ deegree webservices itself.

If you are running Apache Tomcat we recommend that you read and apply all

TIP
recommendations as documented in  Apache Tomcat Security Considerations

2.4.2. Encryption

When operating deegree in a production environment enable HTTPS with SSL or TLS. Either enable
HTTPS on your Java Servlet Container or operate it behind a web server such as Apache httpd oder
NGINX.

TIP If you are running Apache Tomcat read the SSL HowTo.

2.4.3. Securing deegree console and REST API

It is as a huge security problem to operate the deegree web app without setting a password for the
deegree console. How to set the password for the deegree console is described in Configuration
basics. The same applies to the deegree REST API. Since both transfer the credentials as clear text
(with a little bit of obscurity) it is highly recommended to enable encryption on the protocol level as
described above! For further information how to protect the deegree REST API read more in
deegree REST interface . You should also consider to limit the access to both resources. Apply a filter

by IP or hostname to only allow a subset of machines to connect and access the deegree console and
REST APL.

The deegree console provides access to the server file system. Therefore you
must not operate the Java Servlet container as root user! Furthermore you
should consider to enable the Java Security Manager and define restrictive file
permissions.

WARNING

2.5. Logging configuration

The deegree webservices do use the Apache Log4j 2 framework for logging. The configuration of
the logging submodule can be stored in XML, YAML, JSON, or properties format. The web
application contains a default configuration file IWEB-INF/classes/log4j2.properties  with two
appenders, one logging to the console Stdout (  System.out) and the other writes the log messages into

15


https://tomcat.apache.org/tomcat-8.5-doc/security-howto.html
http://tomcat.apache.org/tomcat-8.5-doc/ssl-howto.html
https://logging.apache.org/log4j/2.x

a file logs/deegree.log.

The configuration in a nutshell:

The console appender is configured with:

#

appender.console.type = Console !

appender.console.name = STDOUT
appender.console.layout.type = PatternLayout
appender.console.layout.pattern = %d %p %C{1.} [%t] %om%n
appender.console.filter.threshold.type = ThresholdFilter
appender.console.filter.threshold.level = info #

defines the type of the appender
defines the pattern for formatting the log message

defines the threshold for this appender

The file appender is configured with:

!
#
$

% defines the policies when rolling over the files, triggered by size (>100MB) and time (> 1 day)

appender.rolling.type = RollingFile !
appender.rolling.name = RollingFile
appender.rolling.fleName = ${logpath}/${filename}
appender.rolling.filePattern = ${logpath}/deegree-%d{MM-dd-yyyy}-%i.log.gz
appender.rolling.layout.type = PatternLayout

appender.rolling.layout.pattern = %d %p %C{1.} [%t] %om%n $
appender.rolling.policies.type = Policies %
appender.rolling.policies.time.type = TimeBasedTriggeringPolicy
appender.rolling.policies.time.interval = 1
appender.rolling.policies.time.modulate = true
appender.rolling.policies.size.type = SizeBasedTriggeringPolicy
appender.rolling.policies.size.size=100MB

appender.rolling.strategy.type = DefaultRolloverStrategy
appender.rolling.strategy.max = 10

defines the type of the appender
defines the file name
defines the format of the archived file names, when the policies are applied

defines the pattern for formatting the log message

The log file name is defined by the following settings:

16

property.filename = deegree.log
property.logpath = ${sys:log.dir:-logs} !

defines the log directory, defaultis  logs/ and can be defined by an environment variable

log.dir



To turn off or on a specific logger use the logger definition as in the following example for
org.deegree:

logger.org.deegree.name = org.deegree !
logger.org.deegree.level = info "
logger.org.deegree.additivity = false
logger.org.deegree.appenderRef.rolling.ref = RollingFile #
logger.org.deegree.appenderRef.stdout.ref = STDOUT #

I defines the logger name, here all logger with names starting with org.deegree are affected

defines the threshold for this logger

# defines the appender used by this logger

You will find more information about Apache Log4j configuration in the Log4j 2 manual .

[3] Oracle JDK 8 and later requires a subscription from Oracle for use in production environments. Read further in Oracle Java SE
subscription .

[4] OpenJDK binaries are provided by  Azul Systems or AdoptOpenJDK .
[5] Requires an installation of Docker Community or Enterprise Edition, download Docker from www.docker.com .
[6] A Java Servlet 2.5 compliant container is required. We recommend using the latest Apache Tomcat 8 release.

[7] As of deegree 3.4.0 the ZIP distribution bundle is deprecated and the download links have been removed from the website.
Download the ZIP from the Nexus repository instead.

[8] How to run securely Java applications we recommend to follow the Java Security Guidelines and for Apache Tomcat the
Security Manager HowTo
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Chapter 3. Getting started

In the previous chapter, you learned how to install and start deegree webservices. In this chapter,
we will introduce the deegree service console and learn how to use it to perform basic tasks such as
downloading and activating example configurations. In deegree terminology, a complete
configuration for a deegree instance is called "deegree workspace".

The following chapters describe the structure and the aspects of the deegree workspace in detalil.
For the remainder of this chapter, just think of a deegree workspace as a directory of configuration
files that contains a complete configuration for a deegree webservice instance. You may have
multiple deegree workspaces on your machine, but only a single workspace can be active.

3.1. Accessing deegreeOs service console

The service console is a web-based administration interface for configuring your deegree
webservices installation. If deegree webservices are running on your machine, you can usually
access the console from your browser via  http://localhost:8080

deegree 3 console - Mozilla Firefox

deegree 3 console R -

€ | @ localhost:8080 v | |B~ coogle asvsa 3 &4 @ » =

Security hint: No password has been set
Active workspace: defauliextermal)  [Reload

general Welcome to the deegree services console
woi

Use the general menu on the left to

password
module info - workspaces: DX
= proxy: Configur

activate example configurations

send requests

ngs
see layers deegree modules
R quests

» see layers
webservices
services
data stores « web services: Configure offered OGC web services
coverage tores: Configure access to dat

teature « map layers: Configure map layer

The lower menu on the left configures the active Workspace

metadata
tile

map layers
layers
styles
themes

connections
databases
remote services

processes
provider

» server co
» processes: Configure geospatial WPS processes

For more information, please refer to the official documentation.

Figure 3. deegree webservices administration console

If youOre not running the ZIP version, but deployed the WAR version into a web
container, you most probably will have to use a different URL for accessing the
console, e.g. http://localhost:8080/deegree-webservices-3.4.22 . The port number and
webapp name depend on your installation/deployment details.

TIP

You can access the service console from other machines on your network by
TIP exchanging localhost with the name or IP address of the machine that runs deegree
webservices.

For the remainder of the chapter, only the general section is relevant. The menu items in this

section:
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¥ workspaces : Download and activate example configurations

¥ proxy

: Configure network proxy settings

¥ password : Set a password for accessing the service console

¥ module info : Display loaded deegree modules

¥ send requests : Send raw OGC web service requests

¥ see layers : Display WMS layers

3.1.1. Downloading and activating example workspaces

Click the workspaces link on the left:

deegree 3 console - Mozilla Firefox

deegree 3 console

general
workspaces

coverage
feature
metadata

tile
map layers
layers
styles
themes
connections
dat, es

provider

€ ) @ localhost:8080/console/workspace/index.xht v & | Bl Google asvsa 3 &4 @ » =

Active workspace: defaultextermal)  [Reload

A +

Security hint: No password has been set

Workspace management

Working directory: /home/bretschneider/.deegree

Active workspace

default(extemal)

Available workspaces

Import an official workspace

Create a new workspace

Identifier
Create ne:

Figure 4. Workspaces view

The bottom of the workspaces view lists example workspaces provided by the deegree project. You
should see the following items:

¥ deegree-workspace-csw : Example workspace 3: An ISO Catalogue Service setup

¥ deegree-workspace-inspire  : Example workspace 1: INSPIRE Network Services

¥ deegree-workspace-utah  : Example workspace 2: Utah Webmapping Services

¥ deegree-workspace-wps : Example workspace 4: Web Processing Service demo

TIP

If the machine running deegree webservices uses a proxy to access the internet and
you donOt see any available example configurations, you will probably have to
configure the proxy settings. Ask your network administrator for details and use the
proxy link to setup deegreeOs proxy settings.

If you click Import , the corresponding example workspace will be fetched from the artifact
repository of the deegree project and extracted in your deegree workspaces folder. Depending on

the workspace and your internet connection, this may take a while (the Utah workspace is the

largest one and about 70 MB in size).
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After downloading has completed, the new workspace will be listed in section "Available
workspaces":

deegree 3 console - Mozilla Firefox

deegree 3 console * G

€ ) @ localhost:8080/console/workspace/index.xht v & | [B)» Google Q+Be & A& @ » =

Security hint: No password has been set

Active workspace: defaultiextemal)  [Reload

Workspace management

Working directory: /nome/bretschneider/.deegree

Active workspace

defavlt(extemal)

webservices

sevices Available workspaces
data stores
= deegree-workspace-utah  Start

tile Import an official workspace
map layers
layers

styles deegre
deegre

deegree-worksp:

deegree workspace-wps

remote services
processes
provider

Create a new workspace

Identifier

Create new

Figure 5. Downloaded, but inactive workspace

You can now activate the downloaded workspace by clicking Start . Again, this may take a bit, as it
may require some initialization. The workspace will be removed from the list of inactive
workspaces and displayed next to "Active workspace:" (below the deegree logo). Your deegree
instance is now running the configuration that is contained in the downloaded workspace.

3.2. Example workspace 1: INSPIRE Network Services

This workspace is a basic INSPIRE View and Download Services setup. It contains a transactional
WFS (2.0.0 and 1.1.0) configured for all Annex | Data Themes and a WMS (1.3.0 and 1.1.1) that is
configured for three layers from three Annex | Data Themes. The workspace contains some
harmonized dutch base data for Administrative Units, Cadastral Parcels and Addresses. The WFS is
configured to behave as an INSPIRE Download service (Direct Access) that delivers the base data as
valid, harmonized INSPIRE GML and supports rich querying facilities.

This workspace is pre-configured to load harmonized INSPIRE features from GML files
into memory, but can easily be adapted to use PostGIS, Oracle Spatial or Microsoft SQL
Server databases as storage backend (see Auto-generating a mapping configuration
and tables and SQL feature store ).

TIP

After downloading and activating the "deegree-workspace-inspire" workspace, you can click the
see layers link, which opens a simple map client that displays a base map (not rendered by
deegree, but loaded from the OpenStreetMap servers).
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