
deegree Webservices
Version 3.6.2, 2025-11-03



Table of Contents
1. Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê10

1.1. Characteristics of deegree WFS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê10

1.2. Characteristics of deegree WMS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê11

1.3. Characteristics of deegree WMTS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê11

1.4. Characteristics of deegree CSW . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê12

1.5. Characteristics of deegree WPS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê12

2. Installation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê14

2.1. System requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê14

2.2. Downloading . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê14

2.3. Starting and stopping . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê14

2.4. Securing deegree . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê15

2.4.1. Software Versions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê16

2.4.2. Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê16

2.4.3. Securing the deegree webservices administration console and REST API . . . . . . . . . . . . . . Ê16

2.5. Logging configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê16

2.5.1. Autoconfiguration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê17

2.5.2. File-based configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê18

2.5.3. Providing another logging framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê20

3. Getting started . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê21

3.1. Accessing the deegree webservices administration console . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê21

3.1.1. Downloading and activating example workspaces . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê22

3.2. Example workspace 1: Utah Web Mapping Services . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê23

3.3. Example workspace 2: An ISO Catalogue Service setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê24

3.4. Example workspace 3: Web Processing Service demo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê26

4. Configuration basics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê31

4.1. The deegree workspace . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê31

4.2. Dependencies of the deegree configuration files . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê32

4.3. Location of the deegree workspace directory . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê33

4.3.1. UNIX-like/Linux/macOS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê33

4.3.2. Windows . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê34

4.3.3. Global configuration files and the active workspace . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê34

4.4. Structure of the deegree workspace directory . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê35

4.4.1. Workspace files and resources . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê36

4.4.2. Resource identifiers and dependencies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê37

4.4.3. Proxy configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê38

4.5. Using the deegree webservices administration console for managing resources . . . . . . . . . . . Ê40

4.5.1. Displaying configured resources . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê41

4.5.2. Deactivating a resource . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê41

1



4.5.3. Editing a resource . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê42

4.5.4. Deleting a resource . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê43

4.5.5. Creating a new resource . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê44

4.5.6. Displaying error messages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê44

4.5.7. Resource type specific actions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê46

4.6. Best practices for creating workspaces . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê46

4.6.1. Start from example or from scratch . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê46

4.6.2. Find out which resources you need . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê47

4.6.3. Use a validating XML editor . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê48

4.6.4. Check the resource status and error messages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê48

5. Web services . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê50

5.1. Web Feature Service (WFS) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê50

5.1.1. Minimal example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê51

5.1.2. More complex example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê51

5.1.3. Configuration overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê52

5.1.4. General options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê54

5.1.5. Transactions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê55

5.1.6. SupportedRequests . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê56

5.1.7. Output formats and defaults . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê58

5.1.8. Adapting GML output formats . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê58

Basic GML format options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê60

GetFeature response settings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê60

Coordinate formatters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê62

Geometry linearization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê62

5.1.9. Adding GeoJSON output formats . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê64

5.1.10. Adding CSV output formats . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê65

5.1.11. Adding custom output formats . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê66

5.1.12. Stored queries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê66

5.1.13. Extended capabilities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê68

5.1.14. Special Features . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê68

5.2. Web Map Service (WMS) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê69

5.2.1. A word on layers and themes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê69

5.2.2. Configuration overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê70

5.2.3. Basic options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê71

5.2.4. SupportedRequests . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê72

5.2.5. Service content configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê73

5.2.6. Visibility Inspector . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê75

5.2.7. Custom capabilities formats . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê76

5.2.8. Custom feature info formats . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê76

5.2.9. GeoJSON feature info format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê77

5.2.10. FeatureInfo templating format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê78

2



Introduction/Example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê78

Templating special constructs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê80

5.2.11. Custom image output formats . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê81

Custom legend graphic background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê82

Custom format provider class . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê82

5.2.12. Custom exception formats . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê83

5.2.13. Extended capabilities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê83

5.2.14. Propagation of supported SLD functionality . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê84

5.2.15. Vendor specific parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê84

5.2.16. XML request encoding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê86

GetCapabilities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê86

GetMap . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê86

GetFeatureInfo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê87

5.2.17. SOAP request encoding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê90

Capabilities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê90

5.3. Web Map Tile Service (WMTS) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê92

5.3.1. Minimal example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê92

5.3.2. More complex example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê93

5.3.3. Configuration overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê93

5.3.4. A complete WMTS configuration example, based on a GeoTIFFTileStore . . . . . . . . . . . . . . Ê94

5.3.5. Optimizing deegree WMTS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê96

5.3.6. Supported steps by the deegree webservices administration console . . . . . . . . . . . . . . . . . . Ê97

5.4. Catalogue Service for the Web (CSW) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê97

5.4.1. Minimal example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê98

5.4.2. Configuration overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê98

5.4.3. Extended Functionality . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê99

5.5. Web Processing Service (WPS) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê99

5.5.1. Minimal example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê100

5.5.2. Complex example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê100

5.5.3. Configuration overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê101

5.5.4. DefaultExecutionManager section . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê102

5.6. Metadata . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê102

5.6.1. Service identification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê104

5.6.2. Service provider . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê105

5.6.3. Dataset metadata . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê105

Extended description . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê107

5.6.4. Extended capabilities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê107

5.7. Service controller . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê107

5.7.1. Reported URLs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê108

5.7.2. Request timeouts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê109

6. Feature stores . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê111

3



6.1. Features, feature types and application schemas . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê111

6.1.1. Simple vs. rich features and feature types . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê111

6.1.2. Application schemas . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê113

6.2. Shape feature store . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê113

6.2.1. Minimal configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê114

6.2.2. More complex configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê114

6.2.3. Configuration options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê115

6.3. Memory feature store . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê116

6.3.1. Minimal configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê116

6.3.2. More complex configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê117

6.3.3. Configuration options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê117

6.4. Simple SQL feature store . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê118

6.4.1. Minimal configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê118

6.4.2. More complex configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê118

6.4.3. Configuration options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê119

6.5. SQL feature store . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê120

6.5.1. Minimal configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê120

6.5.2. More complex configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê121

6.5.3. Overview of configuration options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê123

6.5.4. Mapping tables to simple feature types . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê124

Customizing the feature type name . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê125

Customizing the feature id . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê126

Customizing the default sort order of features . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê127

Customizing the mapping between columns and properties . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê128

6.5.5. Mapping GML application schemas . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê129

Recommended workflow . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê130

Mapping rich feature types . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê131

Mapping strategies for xlink:href attributes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê136

Changing the table context . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê136

Handling of NULL values . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê140

BLOB mapping . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê141

6.5.6. Transactions and feature id generation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê142

Auto id generator . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê143

UUID generator . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê144

Sequence id generator . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê144

6.5.7. Evaluation of query filters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê145

6.5.8. Spatial extent of FeatureTypes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê145

6.5.9. Auto-generating database tables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê146

7. Tile stores . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê148

7.1. Tile stores, tile data sets and tile matrix sets . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê148

7.1.1. Pre-defined tile matrix sets . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê149

4



7.1.2. User-defined tile matrix sets . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê149

7.2. GeoTIFF tile store . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê150

7.2.1. AccessConfig. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê152

7.3. File system tile store . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê152

7.4. Remote WMS tile store . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê153

7.5. Remote WMTS tile store . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê154

8. Coverage stores . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê156

8.1. Raster. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê156

8.2. MultiResolutionRaster . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê157

8.3. Pyramid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê158

8.3.1. Prerequisites for Pyramids . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê158

8.4. Oracle GeoRaster . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê159

9. Metadata stores . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê162

9.1. Memory ISO Metadata store . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê162

9.2. SQL ISO Metadata store . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê163

9.3. SQL EBRIM/EO Metadata store . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê165

10. Map layers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê166

10.1. Common configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê166

10.1.1. Description metadata . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê166

10.1.2. Spatial metadata . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê167

10.1.3. Common layer options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê167

Layer dimensions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê168

Layer styles . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê169

Rendering options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê171

10.2. Feature layers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê172

10.2.1. Auto layers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê172

10.2.2. Manual configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê172

10.3. Tile layers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê174

10.4. Coverage layers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê175

10.4.1. Auto layers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê175

10.4.2. Manual configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê175

10.5. Remote WMS layers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê176

10.5.1. Request options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê176

10.5.2. Layer configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê178

11. Map themes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê180

11.1. Standard themes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê180

11.2. Remote WMS themes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê182

12. Map styles . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê183

12.1. Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê183

12.2. Basics. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê184

12.2.1. General Layout . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê184

5



12.2.2. Symbolization Rules . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê184

Stroke . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê185

Fill . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê186

Font . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê186

12.2.3. Advanced symbolization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê187

Using Graphics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê187

Size . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê189

Gap . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê189

Rotation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê189

Displacement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê190

Halo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê190

12.3. Using Filters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê191

12.4. Basic Examples . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê191

12.4.1. Point Symbolizer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê191

12.4.2. Line Symbolizer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê192

12.4.3. Polygon Symbolizer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê193

12.4.4. Text Symbolizer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê194

12.5. SLD/SE clarifications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê195

12.5.1. Perpendicular offset/polygon orientation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê195

12.5.2. ScaleDenominators . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê196

12.6. deegree specific extensions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê196

12.6.1. SLD/SE extensions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê196

Use of alternative Symbols within the WellKnownName . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê196

Predefined symbols . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê196

Custom arrow with extshape://arrow . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê197

Custom Symbol from SVG path svgpath:// . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê198

Use Symbol from character code ttf:// . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê198

Custom Symbol from Well Known Text wkt:// . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê198

Spacing around the symbol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê199

Simplified hatches . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê200

Use of TTF files as Mark symbols . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê201

Label AutoPlacement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê201

LinePlacement extensions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê202

ExternalGraphic extensions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê202

Text with rectangular Halo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê203

GraphicStroke extensions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê203

12.6.2. SE & FE Functions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê205

FormatNumber . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê205

FormatDate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê205

ChangeCase . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê206

Concatenate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê206

6



Trim . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê206

StringLength . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê207

Substring . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê207

StringPosition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê207

Categorize, Interpolate, Recode . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê208

General XPath functions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê210

13. Filter Encoding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê211

13.1. Filter Operators . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê211

13.1.1. Arithmetic operators . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê211

13.1.2. Logical operators . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê211

13.1.3. Comparison operators . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê212

13.1.4. Spatial operators . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê212

13.2. Filter expressions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê213

13.2.1. Simple filter expressions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê213

Comparative filter expression . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê213

Spatial filter expression . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê213

13.2.2. Advanced filter expressions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê214

Multiple filter operators . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê214

PropertyIsLike with a function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê214

13.2.3. Filter expressions on xlink:href attributes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê215

13.3. Custom FE functions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê215

13.3.1. Area . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê215

13.3.2. Length . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê216

13.3.3. Centroid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê216

13.3.4. InteriorPoint . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê216

13.3.5. IsPoint, IsCurve, IsSurface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê216

13.3.6. GeometryFromWKT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê217

13.3.7. MoveGeometry . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê217

13.3.8. iDiv . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê217

13.3.9. iMod . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê217

13.3.10. ExtraProp . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê218

13.3.11. GetCurrentScale . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê218

13.3.12. env . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê218

14. Server connections . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê220

14.1. JDBC connections . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê220

14.1.1. Minimal configuration example (PostgreSQL) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê221

14.1.2. Configuration example (Oracle) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê222

14.1.3. Configuration example (Microsoft SQL Server) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê222

14.1.4. Configuration example (JNDI) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê223

14.1.5. Configuration example (Oracle UCP) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê224

14.1.6. Configuration options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê225

7



14.1.7. JDBC connection pools . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê227

14.1.8. PostgreSQL JDBC. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê227

14.1.9. HikariCP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê227

c3p0 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê228

14.1.10. Legacy configuration format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê228

14.2. Remote OWS connections . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê229

14.2.1. Remote WMS connection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê229

14.2.2. Remote WMTS connection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê230

15. Process providers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê231

15.1. Java process provider . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê231

15.1.1. Minimal configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê232

15.1.2. More complex configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê233

15.1.3. Configuration options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê235

15.1.4. General options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê236

15.1.5. The Processlet API . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê237

Processlet compilation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê238

Testing Processlets using raw WPS requests . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê240

15.1.6. Input and output parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê240

Basics of defining input and output parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê241

Basics of accessing input and output parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê244

Literal parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê247

BoundingBox parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê249

Complex parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê251

15.1.7. Asynchronous execution and status information . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê255

Providing status information in the Processlet code . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê255

15.2. FME process provider . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê256

15.2.1. Minimal configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê256

16. Coordinate reference systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê257

17. deegree REST interface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê258

17.1. Setting up the interface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê258

17.2. Detailed explanation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê259

17.2.1. Downloading . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê260

17.2.2. Restarting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê260

17.2.3. Updating . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê260

17.2.4. Listing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê260

17.2.5. Storing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê260

17.2.6. Deleting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê261

17.2.7. Invalidating tile store caches . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê261

17.2.8. CRS queries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê261

18. deegree GML tools CLI . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê262

18.1. Prerequisite . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê262

8



18.2. General Usage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê262

18.3. Using the SqlFeatureStoreConfigCreator CLI . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê262

18.3.1. Usage of option cycledepth . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê263

18.3.2. Usage of option listOfPropertiesWithPrimitiveHref . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê263

18.3.3. Usage of option referenceData . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê264

18.3.4. Usage of option useRefDataProps . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê266

18.4. Using the GmlLoader CLI GmlLoader . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê266

18.4.1. Usage of option skipReferenceCheck . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê267

18.5. Examples . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê267

18.5.1. Configure proxy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê268

19. Java modules and libraries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê269

19.1. Java code and the classpath . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê269

19.1.1. Web application classpath . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê269

19.1.2. Workspace classpath . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê269

19.2. Checking available JARs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê270

19.3. Adding database modules . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê270

19.3.1. Adding Oracle support . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê270

19.3.2. Adding Oracle GeoRaster support . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê271

19.3.3. Adding Microsoft SQL server support . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê271

20. GDAL components . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê272

20.1. Connecting GDAL and deegree . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê272

20.2. GDAL settings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê273

20.2.1. Minimal GDAL settings example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê273

20.2.2. More complex GDAL settings example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê274

20.2.3. Configuration options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê274

20.3. GDAL Layer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê275

20.3.1. Configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê275

20.4. GDAL Tile Store . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê275

20.4.1. Minimal configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê276

20.4.2. More complex configuration example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê276

20.4.3. Configuration options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê277

21. Appendix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê279

21.1. Tunable deegree parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê279

21.2. Interception points . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê281

21.3. Custom converters for the SQL feature store . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Ê282

9



Chapter 1. Introduction
deegree webservices are implementations of the geospatial webservice specifications of the Open
Geospatial Consortium (OGC)  and the INSPIRE Network Services . deegree webservices 3.6 includes
the following services:

¥ Web Feature Service (WFS) : Provides access to raw geospatial data objects

¥ Web Map Service (WMS) : Serves maps rendered from geospatial data

¥ Web Map Tile Service (WMTS) : Serves pre-rendered map tiles

¥ Catalogue Service for the Web (CSW) : Performs searches for geospatial datasets and services

¥ Web Processing Service (WPS) : Executes geospatial processes

With a single deegree webservices installation, you can set up one of the above services, all of them
or even multiple services of the same type. The remainder of this chapter introduces some notable
features of the different service implementations and provides learning trails for learning the
configuration of each service.

1.1. Characteristics of deegree WFS
deegree WFS is an implementation of the OGC Web Feature Service specification . Notable features:

¥ Official OGC reference implementation for WFS 1.1.0 and WFS 2.0.0

¥ Implements WFS standards 1.0.0, 1.1.0 and 2.0.0 [1]

¥ Fully transactional (even for rich data models)

¥ Supports KVP, XML and SOAP requests

¥ GML 2/3.0/3.1/3.2 output/input

¥ Support for GetGmlObject requests and XLinks

¥ High performance and excellent scalability

¥ On-the-fly coordinate transformation

¥ Designed for rich data models from the bottom up

¥ Backends support flexible mapping of GML application schemas to relational models

¥ ISO 19107-compliant geometry model: Complex geometries (e.g. non-linear curves)

¥ Advanced filter expression support based on XPath 1.0

¥ Supports numerous backends, such as PostGIS, Oracle Spatial, MS SQL Server, Shapefiles or
GML instance documents

!
In order to learn the setup and configuration of a deegree-based WFS, we
recommend to read chapters Installation  and Getting started  first. Check out
Example workspace 1: Utah Web Mapping Services  for an example deegree WFS
configuration. Continue with Configuration basics  and Web Feature Service (WFS) .
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1.2. Characteristics of deegree WMS
deegree WMS is an implementation of the OGC Web Map Service specification . Notable features:

¥ Official OGC reference implementation for WMS 1.1.1

¥ Implements WMS standards 1.1.1 and 1.3.0 [2]

¥ Extensive support for styling languages SLD/SE versions 1.0.0 and 1.1.0

¥ Supports KVP, XML and SOAP requests (WMS 1.3.0)

¥ High performance and excellent scalability

¥ High quality rendering

¥ Scale dependent styling

¥ Support for SE removes the need for a lot of proprietary extensions

¥ Easy configuration of HTML and other output formats for GetFeatureInfo responses

¥ Uses stream-based data access, minimal memory footprint

¥ Nearly complete support for raster symbolizing as defined in SE (with some extensions)

¥ Complete support for TIME/ELEVATION and other dimensions for both feature and raster data

¥ Supports numerous backends, such as PostGIS, Oracle Spatial, Shapefiles or GML instance
documents

¥ Can render rich data models directly

!
In order to learn the setup and configuration of a deegree-based WMS, we
recommend to read chapters Installation  and Getting started  first. Check out
Example workspace 1: Utah Web Mapping Services  for an example deegree WMS
configuration. Continue with Configuration basics  and Web Map Service (WMS) .

1.3. Characteristics of deegree WMTS
deegree WMTS is an implementation of the OGC Web Map Tile Service specification . Notable
features:

¥ Implements Basic WMTS standard 1.0.0 (KVP)

¥ High performance and excellent scalability

¥ Supports different backends, such as GeoTIFF, remote WMS or file system tile image hierarchies

¥ Supports on-the-fly caching (using EHCache)

¥ Supports GetFeatureInfo for remote WMS backends

!
In order to learn the setup and configuration of a deegree-based WMTS, we
recommend to read Installation  and Getting started  first. Continue with
Configuration basics  and Web Map Tile Service (WMTS) .
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1.4. Characteristics of deegree CSW
deegree CSW is an implementation of the OGC Catalogue Service specification . Notable features:

¥ Implements CSW standard 2.0.2

¥ Fully transactional

¥ Supports KVP, XML and SOAP requests

¥ High performance and excellent scalability

¥ ISO Metadata Application Profile 1.0.0

¥ Pluggable and modular dataaccess layer allows to add support for new APs and backends

¥ Modular inspector architecture allows to validate records to be inserted against various criteria

¥ Standard inspectors: schema validity, identifier integrity, INSPIRE requirements

¥ Handles all defined queryable properties (for Dublin Core as well as ISO profile)

¥ Complex filter expressions

!
In order to learn the setup and configuration of a deegree-based CSW, we
recommend to read Installation  and Getting started  first. Check out Example
workspace 2: An ISO Catalogue Service setup  for an example deegree CSW
configuration. Continue with Configuration basics  and Catalogue Service for the
Web (CSW).

1.5. Characteristics of deegree WPS
deegree WPS is an implementation of the OGC Processing Service specification . Notable features:

¥ Implements WPS standard 1.0.0

¥ Supports KVP, XML and SOAP requests

¥ Pluggable process provider layer

¥ Easy-to-use API for implementing Java processes

¥ Supports all variants of input/output parameters: literal, bbox, complex (binary and xml)

¥ Streaming access for complex input/output parameters

¥ Processing of huge amounts of data with minimal memory footprint

¥ Supports storing of response documents/output parameters

¥ Supports input parameters given inline and by reference

¥ Supports RawDataOutput/ResponseDocument responses

¥ Supports asynchronous execution (with polling of process status)
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!
In order to learn the setup and configuration of a deegree-based WPS, we
recommend to read Installation  and Getting started  first. Check out Example
workspace 3: Web Processing Service demo  for an example deegree WPS
configuration. Continue with Configuration basics  and Web Processing Service
(WPS).

[1] Passes OGC CITE test suites for WFS 1.1.0 Basic and Transactional, and WFS 2.0.0 Basic

[2] Passes OGC WMS CITE test suites (including all optional tests)
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Chapter 2. Installation

2.1. System requirements
deegree webservices work on any platform with a compatible Java SE 17 installation, including:

¥ Microsoft Windows

¥ Linux

¥ macOS

Supported Java SE 17 versions are Oracle JDK 17 [3] and Eclipse Temurin JDK 17  [4].

!
Newer Java SE versions such as the LTS versions 21 may work but are not tested by
the community. Please check out our wiki page End of Life and Support Matrix  for
further information.

2.2. Downloading
deegree webservices downloads are available on the deegree home page . You have the choice
between:

¥ Docker  : Docker Image with deegree webservices on OpenJDK and Apache Tomcat [5]

¥ WAR: Generic Java Web Archive for deployment in an existing Java Servlet container [6]

!
If you are confused by the options and unsure which version to pick, use the WAR.
All variants contain exactly the same deegree webservices webapp, they only
differ in packaging.

2.3. Starting and stopping
In order to run the WAR version, move it into the local deployment directory of your Java Servlet
container. For Apache Tomcat this is the directory $CATALINA_HOME/webapps . Afterwards, start
the Java Servlet container. To start Apache Tomcat open a terminal and change to the directory
$CATALINA_HOME/bin  and fire up the included start script for your operating system startup.sh  for
Linux or startup.bat  for Windows.

!

If you deploy the WAR into a web container, you most probably will have to use a
different URL for accessing the administration console and webservices, e.g.
http://localhost:8080/deegree-webservices-3.6.2 . The port number and webapp
name depend on your installation and deployment setup. In the following the base
URL http://localhost:8080/deegree-webservices  without the version number will be
used. You may rename the WAR file from deegree-webservices-3.6.2.war  to deegree-
webservices.war  before deploying it.

You should now see a terminal window on your screen with a lot of log messages:
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Figure 1. deegree webservices starting up

!
If the application isnÕt starting, make sure that the java  command is on the system
path. You can verify this by entering java -version  at the command prompt. Also
ensure that JAVA_HOME system environment variable points to the correct
installation directory of a compatible JDK.

You may minimize the terminal window, but donÕt close it as long as you want to be able to use the
deegree webservices. In order to check if the services are actually running, open
http://localhost:8080/deegree-webservices  in your browser. You should see the following page:

Figure 2. deegree webservices administration console

To shut deegree webservices down, switch back to the terminal window and press CTRL+c or
simply close it.

!
If you want to run deegree webservices on system startup automatically, consider
installing Apache Tomcat  as a system service. Consult the Tomcat documentation
for more information and options.

2.4. Securing deegree
Most weaknesses in deegree come from incorrect or inappropriate configuration. It is nearly
always possible to make deegree more secure than the default out of the box configuration. The
following documents best practices and recommendations on securing a production deegree
server, whether it be hosted on a Windows or Unix based operating system.
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2.4.1. Software Versions

The first step is to make sure you are running the latest stable releases of software:

¥ Operating System including the latest updates and security patches

¥ Java Runtime Environment (JRE) or JDK

¥ Apache Tomcat, Jetty or your preferred Java Servlet container

¥ Third-party libraries such as GDAL, JDBC driver, and

¥ deegree webservices itself.

! If you are running Apache Tomcat we recommend that you read and apply all
recommendations as documented in Apache Tomcat Security Considerations .

2.4.2. Encryption

When operating deegree in a production environment enable HTTPS with SSL or TLS. Either enable
HTTPS on your Java Servlet Container or operate it behind a web server such as Apache httpd oder
NGINX.

! If you are running Apache Tomcat read the SSL configuration HowTo .

2.4.3. Securing the deegree webservices administration console and REST
API

It is as a huge security problem to operate the deegree web application without setting a password
for the administration console. How to set the password for the administration console is described
in Configuration basics . The same applies to the deegree REST API. Since both transfer the
credentials as clear text (with a little bit of obscurity) it is highly recommended to enable
encryption on the protocol level as described above! For further information how to protect the
deegree REST API read more in deegree REST interface . You should also consider to limit the access
to both resources. Apply a filter by IP or hostname to only allow a subset of machines to connect
and access the administration console and REST API.

"
The administration console provides access to the server file system. Therefore,
you must not operate the Java Servlet container as root user! Furthermore, you
should consider to enable the Java Security Manager and define restrictive file
permissions. [7]

2.5. Logging configuration
The deegree webservices do use the Logback Project  for logging. Most common logging
requirements can be configured through the autoconfiguration submodule of deegree. The
autoconfiguration submodule can provide logging to console and file, if needed, change the pattern
used and as well set the level of information logged for parts of deegree and its dependencies. If
more extended configurations are needed a Logback configuration file in XML format can be
configured which disables autoconfiguration and allows even complex setups.
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!
This section of the manual focuses on the use of the deegree webapps. The deegree
GML tools CLI  are similar by including a configuration file as described in
paragraph File-based configuration .

2.5.1. Autoconfiguration

With autoconfiguration and without further configuration provided, log messages are logged to the
console so that they can be found at the same place your server container (e.g. Apache Tomcat)
uses. The logging can be changed by providing system properties or environment variables. When
environment variables are used, these are expected to be written in upper case and have dots
replaced by underscore characters.

The following table lists the available variables.

System Property Environment Variable Description

logging.level.* LOGGING_LEVEL_* Defines the logging level ( TRACE > DEBUG > INFO >
WARN > ERROR > OFF) of a specific package or class.
When using environment variables, only
packages can be addressed, while individual
classes can also be configured with system
properties. E.g. logging.level.org.deegree=DEBUG
/ LOGGIN_LEVEL_ORG_DEEGREE=DEBUG

logging.group.* LOGGING_GROUP_* If multiple packages or classes should be
addressed at once, these can be grouped under a
group name. E.g. logging.group.my-
group=org.example,com.example,net.example and
logging.level.my-group=INFO .

logging.console.log.patt
ern

LOGGING_CONSOLE_L
OG_PATTERN

Pattern used for logging to console e.g. %date
%level %logger{1} [%thread] %msg%n. All
available placeholders are described in the
pattern section of the Logback manual .

logging.console.log.char
set

LOGGING_CONSOLE_L
OG_CHARSET

Charset used to encode logging output to
console, defaults to UTF-8.

logging.file.name LOGGING_FILE_NAME If configured a logfile with this name will be
created. E.g. deegree.log

logging.file.path LOGGING_FILE_PATH Path to be used instead of the default folder of
your servlet container to store the logging file.

logging.file.log.pattern LOGGING_FILE_LOG_P
ATTERN

Pattern used for logging to file, if a file is
configured, e.g. %date %level %logger{1}
[%thread] %msg%n. All available placeholders are
described in the pattern section of the Logback
manual .

logging.file.log.charset LOGGING_FILE_LOG_C
HARSET

Charset used to encode logging output to file,
defaults to UTF-8.
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System Property Environment Variable Description

logging.file.log.threshol
d

LOGGING_FILE_LOG_T
HRESHOLD

Limit messages logged to file by level ( TRACE >
DEBUG > INFO > WARN > ERROR), defaults to TRACE.

logging.logback.rolling
policy.clean-history-on-
start

LOGGING_LOGBACK_R
OLLINGPOLICY_CLEAN
-HISTORY-ON-START

If log archive cleanup should occur on starts
(defaults to false ).

logging.logback.rolling
policy.file-name-
pattern

LOGGING_LOGBACK_R
OLLINGPOLICY_FILE-
NAME-PATTERN

The filename pattern used to create log archives
(defaults to ${LOG_FILE}.%d{yyyy-MM-dd}.%i.gz).

logging.logback.rolling
policy.max-file-size

LOGGING_LOGBACK_R
OLLINGPOLICY_MAX-
FILE-SIZE

The maximum size of log file before it is
archived (defaults to 10MB).

logging.logback.rolling
policy.max-history

LOGGING_LOGBACK_R
OLLINGPOLICY_MAX-
HISTORY

The maximum number of archive log files to
keep (defaults to 7).

logging.logback.rolling
policy.total-size-cap

LOGGING_LOGBACK_R
OLLINGPOLICY_TOTAL-
SIZE-CAP

The maximum amount of size log archives can
take before being deleted.

!
As a sensible default, the default log level for its own package org.deegree  is set to
INFO. Besides this, the groups deegree-recommendations-error  and deegree-
recommendations-warn are predefined and set to ERROR and WARN as their names
suggest.

To debug the autoconfiguration, the system property
logging.level.org.deegree.logging.autoconfiguration  or Environment variable
LOGGING_LEVEL_ORG_DEEGREE_LOGGING_AUTOCONFIGURATION can be set to DEBUG or TRACE so that the status
messages of the logging system configuring itself are sent to the console output.

For details and more configuration options, see Logback Documentation of status data .

2.5.2. File-based configuration

If autoconfiguration is not desired, a Logback configuration file can be provided in one of the
following ways:

1. Define the system property logback.configurationFile  pointing to a configuration file

2. Define the system property logging.config  pointing to a configuration file

3. Set the environment variable LOGGING_CONFIG with the file location

4. add a logback.xml  configuration file to the classpath of the deegree application

An exemplary configuration may look like:
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<configuration  debug=" true " >
Ê   <appender name=" STDOUT"  class =" ch.qos.logback.core.ConsoleAppender " > !
Ê       <encoder>
Ê           <pattern> %date %level %logger{1} [%thread] %msg%n</pattern>  "
Ê       </encoder>
Ê   </appender>

Ê   <variable  name=" log.prefix "  value=" deegree"  />  #
Ê   <variable  name=" log.dir "  value=" logs " />  $

Ê   <appender name=" FILE"  class =" ch.qos.logback.core.rolling.RollingFileAppender " > %
Ê       <file> ${log.dir}/${log.prefix}.log </file>  &
Ê       <rollingPolicy  class =
" ch.qos.logback.core.rolling.SizeAndTimeBasedRollingPolicy " > '
Ê           <fileNamePattern> ${log.dir}/${log.prefix}-%d{yyyy-MM-
dd}.%i.log.gz </fileNamePattern>  (
Ê           <maxFileSize>100MB</maxFileSize>
Ê           <maxHistory>20</maxHistory>
Ê           <totalSizeCap> 1GB</totalSizeCap>
Ê       </rollingPolicy>
Ê       <encoder>
Ê           <pattern> %date %level %logger{1} [%thread] %msg%n</pattern>  )
Ê       </encoder>
Ê   </appender>

Ê   <root  level =" debug" >
Ê       <appender-ref  ref =" STDOUT"  />
Ê       <appender-ref  ref =" FILE"  />
Ê   </root>

Ê   <logger  name=" org.deegree"  level =" INFO" />  *
</configuration>

! defines the type of the appender

" defines the pattern for formatting the log message

# defines the prefix of the log files, default is deegree and can be defined by a system property (or
environment variable) log.prefix

$ defines the log directory, default is logs/ and can be defined by a system property (or
environment variable) log.dir

% defines the type of the appender

& defines the file location and name

' defines the policies when rolling over the files, triggered by size (>100MB) and time (> 1 day)

( defines the format of the archived file names, when the policies are applied

) defines the pattern for formatting the log message

* defines the logger name and threshold which are applied to all packages starting with
org.deegree
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You will find more information about Logback configuration in the Logback documentation .

2.5.3. Providing another logging framework

It is generally recommended to use the included library for logging. As deegree builds on the
Simple Logging Facade for Java (SLF4J) ( https://www.slf4j.org ) it is, with specialized knowledge,
possible to replace Logback and the autoconfiguration by replacing the libraries logback- .jar  and
deegree-core-logging-autoconfigure- .jar  on its classpath with another SLF4J compatible logging
framework and their dependencies.

[3] Oracle JDK requires a subscription from Oracle for use in production environments. Read further in Oracle Java SE
subscription .

[4] OpenJDK binaries are also provided by Azul Systems  or Amazon Corretto 17 .

[5] Requires an installation of Docker Community or Enterprise Edition, download Docker from www.docker.com .

[6] A Java Servlet 6.0 compliant container is required. We recommend using the latest Apache Tomcat 10.1  release.

[7] How to run securely Java applications we recommend to follow the Java Security Guidelines  and for Apache Tomcat the
Security Manager HowTo .
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Chapter 3. Getting started
In the previous chapter, you learned how to install and start deegree webservices. In this chapter,
we will introduce the deegree webservices administration console and learn how to use it to
perform basic tasks such as downloading and activating example configurations. In deegree
terminology, a complete configuration for a deegree instance is called " deegree workspace ".

The following chapters describe the structure and the aspects of the deegree workspace in detail.
For the remainder of this chapter, just think of a deegree workspace as a directory of configuration
files that contains a complete configuration for a deegree webservice instance. You may have
multiple deegree workspaces on your machine, but only a single workspace can be active.

3.1. Accessing the deegree webservices administration
console
The console is a web-based administration interface for configuring your deegree webservices
installation. If deegree webservices are running on your machine, you can usually access the
administration console from your browser via http://localhost:8080/deegree-webservices

Figure 3. deegree webservices administration console

!
You can access the administration console from other machines on your network
by exchanging localhost  with the name or IP address of the machine that runs
deegree webservices.

For the remainder of the chapter, only the general  section is relevant. The menu items in this
section:

¥ workspaces : Download and activate example configurations

¥ proxy : Configure network proxy settings

¥ password : Set a password for accessing the administration console

¥ module info : Display loaded deegree modules

¥ send requests : Send raw OGC web service requests

¥ see layers : Display WMS layers
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3.1.1. Downloading and activating example workspaces

Click the workspaces  link on the left:

Figure 4. Workspaces view

The bottom of the workspaces view lists example workspaces provided by the deegree project. You
should see the following items:

¥ deegree-workspace-utah : Example workspace 1: Utah Web Mapping Services

¥ deegree-workspace-csw : Example workspace 2: An ISO Catalogue Service setup

¥ deegree-workspace-wps : Example workspace 3: Web Processing Service demo

!
If the machine running deegree webservices uses a proxy to access the internet,
and you donÕt see any available example configurations, you will probably have to
configure the proxy settings. Ask your network administrator for details and use
the proxy  link to setup deegreeÕs proxy settings.

If you click Import , the corresponding example workspace will be fetched from the artifact
repository of the deegree project and extracted in your deegree workspaces folder. Depending on
the workspace and your internet connection, this may take a while (the Utah workspace is the
largest one and about 70 MB in size).

After downloading has completed, the new workspace will be listed in section Available
workspaces :
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Figure 5. Downloaded, but inactive workspace

You can now activate the downloaded workspace by clicking Start . Again, this may take a bit, as it
may require some initialization. The workspace will be removed from the list of inactive
workspaces and displayed next to Active workspace:  (below the deegree logo). Your deegree
instance is now running the configuration that is contained in the downloaded workspace.

3.2. Example workspace 1: Utah Web Mapping Services
The Utah example workspace contains a web mapping setup based on data from the state of Utah. It
contains a WMS configuration (1.3.0 and 1.1.1) with some raster and vector layers and some nice
render styles. Raster data is read from GeoTIFF files, vector data is backed by shapefiles.
Additionally, a WFS (2.0.0, 1.1.0 and 1.0.0) is configured that allows to access the raw vector data in
GML format.

After downloading and activating the deegree-workspace-utah  workspace, you may use any
compliant OGC client for accessing the WMS and WFS. Successfully tested desktop clients include
QGIS, uDig and OpenJUMP.

The service addresses to enter in your client are:

¥ http://localhost:8080/deegree-webservices/services/wfs

! WFS 2.0.0, 1.1.0 and 1.0.0

¥ http://localhost:8080/deegree-webservices/services/wms

! WMS 1.3.0 and 1.1.1

¥ http://localhost:8080/deegree-webservices/services/wmts

! WMTS 1.0.0

Here is an example of QGIS displaying multiple WMS layers from the Utah workspace, including
county names, groundwater, energy resources, and dominant vegetation data for Utah:
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Figure 6. QGIS displaying multiple WMS layer from the Utah workspace

The following WFS GetFeature request retrieves all airport features available in the Utah
workspace:

curl -i -X GET \
Ê'http://localhost:8080/deegree-
webservices/services/wfs?service=WFS&request=GetFeature&version=2.0.0&typenames=app:Ai
rports'

3.3. Example workspace 2: An ISO Catalogue Service
setup
This workspace contains a catalogue service (CSW) setup that complies to the ISO Application
Profile. After downloading and starting the workspace, you will first need to set up tables in a
PostGIS database. Ensure you have an empty, spatially-enabled PostGIS database ready for this step.

!
Instead of PostGIS, you can also use the workspace with an Oracle Spatial or a
Microsoft SQL Server database. In order to enable support for these databases, see
Adding database modules .

After downloading and starting the workspace, some errors will be indicated (red exclamation
marks):

Figure 7. Initial startup of deegree-workspace-csw
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DonÕt worry, this is just because weÕre missing the correct connection information to connect to our
database. WeÕre going to fix that right away. Click connections ! databases :

Figure 8. JDBC connection view

Click Edit :

Figure 9. Editing the JDBC resource configuration file

Make sure to enter the correct connection parameters and click Save. You should now have a
working connection to your database, and the exclamation mark for conn1  should disappear. Click
Reload  to force a full reinitialization of the workspace:

Figure 10. Saving the configuration and reinitializing the workspace

The indicated problems are gone now, but the required database tables still need to created.
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Figure 11. Metadata store view

Once you set up the required database tables, you should now have a working, but empty CSW
setup. You can then connect to the CSW with compliant clients and import data.

3.4. Example workspace 3: Web Processing Service
demo
This workspace contains a WPS setup with simple example processes and example requests. ItÕs a
good starting point for learning the WPS protocol and the development of WPS processes. The WPS
workspace includes preconfigured example requests that can be sent to the deegree WPS after
starting the workspace.

The following DescribeProcess request retrieves details about all available processes:

curl -i -X GET \
Ê'http://localhost:8080/deegree-
webservices/services/wps?service=WPS&version=1.0.0&request=DescribeProcess&Identifier=
ALL'

Available WPS processes listed in the response of the request:

Process Identifier Description

Touches Determining whether two GML geometries touch or not.

Distance Calculating the distance between two GML geometries.

Centroid Process for finding the centroid of a GML geometry.

Union Calculates the union of two GML geometries.

ConvexHull Calculating the Convex Hull of a GML geometry.

Buffer Process for creating a buffer around a GML geometry.

Equals Determining whether two GML geometries are equal.

Intersection Determining the intersection points between two GML geometries.

Difference Calculating the geometric-difference of two GML geometries.
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Process Identifier Description

Contains Determining whether a GML geometry contain another.

ParameterDemoProces
s

Process for demonstrating the use of different types of input and output
parameters.

Example usages:

Here is an example Execute request using the Buffer  example process:
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curl -i -X POST \
Ê  -H "Content-Type:application/json" \
Ê  -d \
'<?xml version="1.0" encoding="UTF-8"?>
<wps:Execute xmlns:wps="http://www.opengis.net/wps/1.0.0"
Ê            xmlns:ows="http://www.opengis.net/ows/1.1"
Ê            xmlns:xlink="http://www.w3.org/1999/xlink"
Ê            xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
Ê            service="WPS" version="1.0.0"
Ê            xsi:schemaLocation="http://www.opengis.net/wps/1.0.0
http://schemas.opengis.net/wps/1.0.0/wpsExecute_request.xsd">
Ê   <ows:Identifier>Buffer</ows:Identifier>
Ê   <wps:DataInputs>
Ê       <wps:Input>
Ê           <ows:Identifier>GMLInput</ows:Identifier>
Ê           <wps:Data>
Ê               <wps:ComplexData mimeType="text/xml" encoding="UTF-8">
Ê                   <gml:Polygon xmlns:gml="http://www.opengis.net/gml">
Ê                       <gml:exterior>
Ê                           <gml:LinearRing>
Ê                               <gml:posList>
Ê                                   10.0 10.0 20.0 10.0 20.0 20.0 10.0 20.0 10.0 10.0
Ê                               </gml:posList>
Ê                           </gml:LinearRing>
Ê                       </gml:exterior>
Ê                   </gml:Polygon>
Ê               </wps:ComplexData>
Ê           </wps:Data>
Ê       </wps:Input>
Ê       <wps:Input>
Ê           <ows:Identifier>BufferDistance</ows:Identifier>
Ê           <wps:Data>
Ê               <wps:LiteralData>5.0</wps:LiteralData>
Ê           </wps:Data>
Ê       </wps:Input>
Ê   </wps:DataInputs>
Ê   <wps:ResponseForm>
Ê       <wps:RawDataOutput mimeType="text/xml">
Ê           <ows:Identifier>BufferedGeometry</ows:Identifier>
Ê       </wps:RawDataOutput>
Ê   </wps:ResponseForm>
</wps:Execute>
' \
Ê'http://localhost:8080/deegree-
webservices/services/wps?service=WPS&version=1.0.0&request=Execute&Identifier=Buffer'

The response is the resulting GML representation of the buffered geometry based on the provided
input geometry and buffer distance. The output will be returned as XML in the specified text/xml
format, containing the buffered geometry in the GML format:
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<?xml version='1.0' encoding='UTF-8' ?>
<gml:Polygon xmlns:gml=" http://www.opengis.net/gml "  xmlns:xsi =
" http://www.w3.org/2001/XMLSchema-instance"  xsi:schemaLocation =
" http://www.opengis.net/gml
http://schemas.opengis.net/gml/3.1.1/base/geometryAggregates.xsd " >
Ê   <gml:exterior>
Ê       <gml:LinearRing>
Ê           <gml:posList> 5.000000 10.000000 5.000000 20.000000 5.096074 20.975452
5.380602 21.913417 5.842652 22.777851 6.464466 23.535534 7.222149 24.157348 8.086583
24.619398 9.024548 24.903926 10.000000 25.000000 20.000000 25.000000 20.975452
24.903926 21.913417 24.619398 22.777851 24.157348 23.535534 23.535534 24.157348
22.777851 24.619398 21.913417 24.903926 20.975452 25.000000 20.000000 25.000000
10.000000 24.903926 9.024548 24.619398 8.086583 24.157348 7.222149 23.535534 6.464466
22.777851 5.842652 21.913417 5.380602 20.975452 5.096074 20.000000 5.000000 10.000000
5.000000 9.024548 5.096074 8.086583 5.380602 7.222149 5.842652 6.464466 6.464466
5.842652 7.222149 5.380602 8.086583 5.096074 9.024548 5.000000 10.000000</gml:posList>
Ê       </gml:LinearRing>
Ê   </gml:exterior>
</gml:Polygon>

Besides the geometry example processes, the ParameterDemoProcess example process may be
interesting to developers who want to learn development of WPS processes with deegree
webservices. The following DescribeProcess request retrieves details about this process:

curl -i -X GET \
Ê'http://localhost:8080/deegree-
webservices/services/wps?service=WPS&version=1.0.0&request=DescribeProcess&Identifier=
ParameterDemoProcess'

Response (simplified):
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<?xml version='1.0' encoding='UTF-8' ?>
<wps:ProcessDescriptions  xmlns:wps=" http://www.opengis.net/wps/1.0.0 "  xmlns:ows=
" http://www.opengis.net/ows/1.1 "  xmlns:ogc=" http://www.opengis.net/ogc "  xmlns:xlink =
" http://www.w3.org/1999/xlink "  xmlns:xsi =" http://www.w3.org/2001/XMLSchema-instance"
service =" WPS"  version =" 1.0.0 "  xml:lang =" en"  xsi:schemaLocation =
" http://www.opengis.net/wps/1.0.0
http://schemas.opengis.net/wps/1.0.0/wpsDescribeProcess_response.xsd " >
Ê   <ProcessDescription  wps:processVersion=" 1.0.0 " >
Ê       <ows:Identifier> ParameterDemoProcess</ows:Identifier>
Ê       <DataInputs>
Ê           <Input><ows:Identifier> LiteralInput </ows:Identifier> </Input>
Ê           <Input><ows:Identifier> BBOXInput</ows:Identifier> </Input>
Ê           <Input><ows:Identifier> XMLInput</ows:Identifier> </Input>
Ê           <Input><ows:Identifier> BinaryInput </ows:Identifier> </Input>
Ê       </DataInputs>
Ê       <ProcessOutputs>
Ê           <Output><ows:Identifier> LiteralOutput </ows:Identifier> </Output>
Ê           <Output><ows:Identifier> BBOXOutput</ows:Identifier> </Output>
Ê           <Output><ows:Identifier> XMLOutput</ows:Identifier> </Output>
Ê           <Output><ows:Identifier> BinaryOutput </ows:Identifier> </Output>
Ê       </ProcessOutputs>
Ê   </ProcessDescription>
</wps:ProcessDescriptions>

The process ParameterDemoProcess has four input parameters (literal, bounding box, xml and binary)
that are simply piped to four corresponding output parameters. ThereÕs practically no process logic,
but the included example requests demonstrate many of the possibilities of the WPS protocol:

¥ Input parameter passing variants (inline vs. by reference)

¥ Output parameter handling (inline vs. by reference)

¥ Response variants (ResponseDocument vs. RawData)

¥ Storing of response documents

¥ Asynchronous execution

! WPS request types and their format are specified in the OGC Web Processing
Service specification .

! In order to add your own processes, see Web Processing Service (WPS)  and Process
providers .
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Chapter 4. Configuration basics
In the previous chapter, you learned how to access and log in to the deegree webservices
administration console and how to download and activate example workspaces. This chapter
introduces the basic concepts of deegree webservices configuration:

¥ The deegree workspace and the active workspace directory

¥ Workspace files and resources

¥ Workspace directories and resource types

¥ Resource identifiers and dependencies

¥ Usage of the administration console for workspace configuration

The final section of this chapter describes recommended practices for creating your own
workspace. The remaining chapters of the documentation describe the individual workspace
resource formats in detail.

4.1. The deegree workspace
The deegree workspace is the modular, resource-oriented and extensible configuration concept
used by deegree webservices. The following diagram shows the different types of resources that it
contains:

Figure 12. Configuration aspects of deegree workspaces

The following table provides a short description of the different types of workspace resources:
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Resource type Description

Web Services Web services (WFS, WMS, WMTS, CSW, WPS)

Data Stores (Coverage) Coverage (raster) data access (GeoTIFFs, raster pyramids, etc.)

Data Stores (Feature) Feature (vector) data access (Shapefiles, PostGIS, Oracle Spatial,
etc.)

Data Stores (Metadata) Metadata record access (ISO records stored in PostGIS, Oracle, etc.)

Data Stores (Tile) Pre-rendered map tiles (GeoTIFF, image hierarchies in the file
system, etc.)

Map Layers (Layer) Map layers based on data stores and styles

Map Layers (Style) Styling rules for features and coverages

Map Layers (Theme) Layer trees based on individual layers

Processes Geospatial processes for the WPS

Server connections (JDBC) Connections to SQL databases

Server connections (remote
OWS)

Connections to remote OGC web services

Physically, every configured resource corresponds to an XML configuration file in the active
workspace directory.

4.2. Dependencies of the deegree configuration files
The following diagram shows the different types of resources and their dependencies. The deegree
configuration can be divided into several sections:

¥ web services

¥ data stores

¥ map layers

¥ server connections

For example, to offer a Web Feature Service, a feature store (based on a shapefile, database, etc.)
must be configured. With a rasterfile, like a GeoTIFF, you can configure a tile store and a coverage
store to offer a Web Map Service.
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Figure 13. Workspace configuration dependencies

4.3. Location of the deegree workspace directory
The active deegree workspace is part of the deegree workspace directory which stores a few global
configuration files along with the workspace. The location of this directory depends on your
operating system.

4.3.1. UNIX-like/Linux/macOS

On UNIX-like systems (Linux/macOS), deegreeÕs configuration files are located in folder
$HOME/.deegree/. Note that $HOME  is determined by the user that started the web application
container that runs deegree. If you started the Java Servlet container as user "kelvin", then the
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directory will be something like /home/kelvin/.deegree .

!

In order to use a different folder for deegreeÕs configuration files, you can set the
environment variable DEEGREE_WORKSPACE_ROOT, for example with export
DEEGREE_WORKSPACE_ROOT=/var/lib/tomcat/.deegree. When using Tomcat you can
also set the path by defining a Java system property and appending the JAVA_OPTS
or CATALINA_OPTS environment variable with CATALINA_OPTS=-
DDEEGREE_WORKSPACE_ROOT=/var/lib/tomcat/.deegree.

#
Note that the user running the web application container must have read/write
access to this directory! Since Debian 11 you have to grant explicitly write access to
the default home directory by setting ReadWritePaths=/var/lib/tomcat/.deegree  in
/etc/systemd/system/multi-user.target.wants/tomcat.service !

4.3.2. Windows

On a Windows operating system, deegreeÕs configuration files are located in folder
%USERPROFILE%/.deegree/. Note that %USERPROFILE% is determined by the user that started the
web application container that runs deegree. If you started the Java Servlet container as user
"kelvin", then the directory will be something like C:\Users\kelvin\.deegree or C:\Documents and
Settings\kelvin\.deegree .

!

In order to use a different folder for deegreeÕs configuration files, you can set the
system environment variable DEEGREE_WORKSPACE_ROOT, for example with set
DEEGREE_WORKSPACE_ROOT=C:\Program Files\Apache Tomcat\deegree. When using
Tomcat you can also set the path by defining a Java system property and
appending the JAVA_OPTS or CATALINA_OPTS environment variable with
CATALINA_OPTS=-DDEEGREE_WORKSPACE_ROOT=C:\Program Files\Apache Tomcat\deegree.

# Note that the user running the web application container must have read/write
access to this directory!

4.3.3. Global configuration files and the active workspace

If you downloaded all four example workspaces (as described in Getting started ), set an
administration console password and the proxy parameters, your .deegree directory will look like
this:
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Figure 14. Example .deegree directory

As you see, this .deegree directory contains four subdirectories. Every subdirectory corresponds to a
deegree workspace. Besides the configuration files inside the workspace, three global configuration
files exist:

File name Function

<subdirectory> Workspace directory

console.pw Password for the administration console

proxy.xml Proxy settings

webapps.properties Selects the active workspace

config.apikey Contains the key to protect the REST API

! Only one single workspace can be active at a time! The information on the active
one is stored in file webapps.properties .

!

Usually, you donÕt need to care about the three files that are located at the top level
of this directory. The administration console creates and modifies them as
required (e.g. when switching to a different workspace). In order to create a
deegree webservices setup, you will need to create or edit resource configuration
files in the active workspace directory. The remaining documentation will always
refer to files in the active workspace directory.

!
When multiple deegree webservices instances run on a single machine, every
instance can use a different workspace. The file webapps.properties  stores the
active workspace for every deegree webapp separately.

!
If there is no config.apikey  file, one will be generated on startup with a random
value. Alternatively, a value of *  in config.apikey will turn off security for the REST
API. We strongly advise against doing this in productive environments.

4.4. Structure of the deegree workspace directory
The workspace directory is a container for resource files with a well-defined directory structure.
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When deegree starts up, the active workspace directory is determined and the following
subdirectories are scanned for XML resource configuration files:

Directory Resource type

services/ Web services

datasources/coverage/ Coverage Stores

datasources/feature/ Feature Stores

datasources/metadata/ Metadata Stores

datasources/tile/ Tile Stores

layers/ Map Layers (Layer)

styles/ Map Layers (Style)

themes/ Map Layers (Theme)

processes/ Processes

jdbc/ Server Connections (JDBC)

datasources/remoteows/ Server Connections (Remote OWS)

storedqueries/managed/ Stored queries created via WFS interface

A workspace directory may contain additional directories to provide additional files along with the
resource configurations. The major difference is that these directories are not scanned for resource
files. Some common ones are:

Directory Used for

appschemas/ GML application schemas

data/ Datasets (GML, GeoTIFF, É)

manager/ Example requests (for the generic client)

fonts/ Fonts

!

Font registration on workspace startup is not allowed by
default and has to be enabled with a parameter, see Appendix
for details. Font files are processed only once per file and are
not deregistered when a workspace is changed, stopped or
reloaded. To remove a font, remove the font file from the
folder and restart the container.

4.4.1. Workspace files and resources

In order to clarify the relation between workspace files and resources, letÕs have a look at an
example:
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Figure 15. Example workspace directory

As noted, deegree scans the well-known resource directories for XML files ( *.xml ) on startup (note
that it will omit directory manager , as it is not a well-known resource directory). For every file
found, deegree will check the type of configuration format (by determining the name of the XML
root element). If it is a recognized format, deegree will try to create and initialize a corresponding
resource. For the example, this results in the following setup:

¥ A metadata store with id iso19115

¥ A JDBC connection pool with id conn1

¥ A web service with id csw

The individual XML resource formats and their options are described in the later chapters of the
documentation.

!
You may wonder why the main.xml  and metadata.xml  files are not considered as
web service resource files. These two filenames are reserved and treated
specifically. See Web services  for details.

"
It is recommended to configure the proxy 'proxy.xml' globally and not inside the
workspace directory. If multiple deegree instances are operated within a
container, it is impossible to configure different proxies. See Global configuration
files and the active workspace

!
The configuration format has to match the workspace subdirectory, e.g. metadata
store configuration files are only considered when they are located in
datasources/metadata .

4.4.2. Resource identifiers and dependencies

It has already been hinted that resources have an identifier, e.g. for file jdbc/conn1.xml  a JDBC
connection pool with identifier conn1  is created. You probably have guessed that the identifier is
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derived from the file name (file name minus suffix), but you may wonder what purpose the
identifier serves. The identifier is used for wiring resources. For example, an ISO metadata store
resource requires a JDBC pool, because it provides the actual connections to the SQL database.
Therefore, the corresponding resource configuration format has an element to specify it:

Example for wiring workspace resources

<ISOMetadataStore xmlns=" http://www.deegree.org/datasource/metadata/iso19115 " >

Ê <!-- [1] Identifier of JDBC connection -->
Ê <JDBCConnId>conn1</JDBCConnId>

Ê [...]

</ISOMetadataStore>

In this example, the ISO metadata store is wired to JDBC connection pool conn1 . Many deegree
resource configuration files contain such references to dependent resources. Some resources
perform auto-wiring. For example, every CSW instance needs to connect to a metadata store for
accessing stored metadata records. If the CSW configuration omits the reference to the metadata
store, it is assumed that thereÕs exactly one metadata store defined in the workspace and deegree
will automatically connect the CSW to this store.

! The required dependencies are specific to every type of resource and are
documented for each resource configuration format.

4.4.3. Proxy configuration

The configuration format for the deegree proxy configuration is defined by schema file
https://schemas.deegree.org/core/3.6/proxy/proxy.xsd . The following table lists all available
configuration options. When specifying them, their order must be respected.

Option Cardina
lity

Value Description

@overrideSystemSetti
ngs

0..1 Boole
an

Specifies if already set proxy settings should be
overwritten

ProxyHost 0..1 Strin
g

The hostname, or address, of the proxy server

HttpProxyHost 0..1 Strin
g

The hostname, or address, of the proxy server for
protocol HTTP

HttpsProxyHost 0..1 Strin
g

The hostname, or address, of the proxy server for
protocol HTTPS

FtpProxyHost 0..1 Strin
g

The hostname, or address, of the proxy server for
protocol FTP
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Option Cardina
lity

Value Description

ProxyPort 0..1 Integ
er

The port number of the proxy server

HttpProxyPort 0..1 Integ
er

The port number of the proxy server for protocol HTTP

HttpsProxyPort 0..1 Integ
er

The port number of the proxy server for protocol HTTPS

FtpProxyPort 0..1 Integ
er

The port number of the proxy server for protocol FTP

ProxyUser 0..1 Strin
g

Username for proxy server authentication

HttpProxyUser 0..1 Strin
g

Username for proxy server authentication for protocol
HTTP

HttpsProxyUser 0..1 Strin
g

Username for proxy server authentication for protocol
HTTPS

FtpProxyUser 0..1 Strin
g

Username for proxy server authentication for protocol
FTP

ProxyPassword 0..1 Strin
g

Password for proxy server authentication

HttpProxyPassword 0..1 Strin
g

Password for proxy server authentication for protocol
HTTP

HttpsProxyPassword 0..1 Strin
g

Password for proxy server authentication for protocol
HTTPS

FtpProxyPassword 0..1 Strin
g

Password for proxy server authentication for protocol FTP

NonProxyHosts 0..1 Strin
g

Indicates the hosts that should be accessed without going
through the proxy. Multiple values can be separated by
the |  character.

HttpNonProxyHosts 0..1 Strin
g

Indicates the hosts that should be accessed without going
through the proxy for protocol HTTP. Multiple values can
be separated by the |  character.

HttpsNonProxyHosts 0..1 Strin
g

Indicates the hosts that should be accessed without going
through the proxy for protocol HTTPS. Multiple values can
be separated by the |  character.

FtpNonProxyHosts 0..1 Strin
g

Indicates the hosts that should be accessed without going
through the proxy for protocol FTP. Multiple values can
be separated by the |  character.

Example for a proxy setup with proxy server for HTTP and HTTPS
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<ProxyConfiguration
Ê                   xmlns=" http://www.deegree.org/proxy "
Ê                   xmlns:xsi =" http://www.w3.org/2001/XMLSchema-instance"
Ê                   xsi:schemaLocation =" http://www.deegree.org/proxy
https://schemas.deegree.org/core/3.6/proxy/proxy.xsd "
Ê                   overrideSystemSettings =" true " >

Ê   <HttpProxyHost>proxy.example.com</HttpProxyHost>
Ê   <HttpsProxyHost>proxy.example.com</HttpsProxyHost>
Ê   <HttpProxyPort>3128</HttpProxyPort>
Ê   <HttpsProxyPort>3128</HttpsProxyPort>
Ê   <HttpNonProxyHosts>127.0.0.1|localhost|acme.example.com </HttpNonProxyHosts>
Ê   <HttpsNonProxyHosts>127.0.0.1|localhost|acme.example.com </HttpsNonProxyHosts>
</ProxyConfiguration>

!

When specifying the proxy server, this can be defined
individually per protocol or in general. It is recommended to
specify the proxy servers with protocol if possible and to
define the settings for HttpProxyÉ  and HttpsProxyÉ
identically.

4.5. Using the deegree webservices administration
console for managing resources
As an alternative to dealing with the workspace resource configuration files directly on the
filesystem, you can also use the administration console for this task. The administration console has
a corresponding menu entry for every type of workspace resource. All resource menu entries are
grouped in the lower menu on the left:

Figure 16. Workspace resource menu entries

Although the administration console offers additional functionality for some resource types, the
basic management of resources is always identical.
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4.5.1. Displaying configured resources

In order to display the configured workspace resources of a certain type, click on the corresponding
menu entry. The following screenshot shows the tile store resources in deegree-workspace-utah:

Figure 17. Displaying tile store resources

The right part of the window displays a table with all configured tile store resources. In this case,
the workspace contains a single resource with identifier utah_ortho  which is in status On .

4.5.2. Deactivating a resource

The Deactivate  link allows to turn off a resource temporarily (while keeping the configuration):

Figure 18. Deactivate action

After clicking on Deactivate , the status of the resource will be Off , and the Deactivate  link will
change to Activate . Also, the Reload  link at the top will turn red to notify that there may be
changes that need to be propagated to dependent resources:
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Figure 19. Deactivated a resource

!
When a resource is being deactivated, the suffix of the corresponding
configuration file is changed to .ignore . Reactivating changes the suffix back to
.xml .

4.5.3. Editing a resource

By clicking on the Edit  link, you can edit the corresponding XML configuration inside your
browser:

Figure 20. Edit action

The XML configuration will be displayed:
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Figure 21. Editing a resource configuration

You can now perform configuration changes in the text area and click on Save. Or click any of the
links:

¥ Cancel: Discards any changes.

¥ Validate: Perform an XML validation.

If there are no (syntactical) errors in the configuration, the Save link will take you back to the
corresponding resource view. Before actually saving the file, the administration console will
perform an XML validation of the file and display any syntactical errors:

Figure 22. Displaying a syntax error

In this case, the mandatory TileMatrixSetId  element was removed, which violates the
configuration schema. This needs to be corrected, before Save will actually save the file to the
workspace directory.

4.5.4. Deleting a resource

The Delete  link will deactivate the resource and delete the corresponding configuration file from
the workspace:
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Figure 23. Delete action

4.5.5. Creating a new resource

In order to add a new resource, enter a new identifier in the text field, select a resource sub-type
from the drop-down and click on Create new :

Figure 24. Adding a WMS resource with identifier mywms

The next steps depend on the type of resource, but generally you have to choose between different
options and the result will be a new resource configuration file in the workspace.

4.5.6. Displaying error messages

One of the most helpful features of the administration console is that it can help to detect and fix
errors in a workspace setup. For example, if you delete (or deactivate) JDBC connection conn1  in
deegree-workspace-csw and click Reload , you will see the following:
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Figure 25. Errors in resource categories

The red exclamation marks near services  and metadata  show that these resource categories have
resources with errors. LetÕs click on the metadata link to see whatÕs going on:

Figure 26. Resource iso19115  has an error

The metadata resource view reveals that the metadata store iso19115  has an error. Clicking on
Show errors  leads to:

Figure 27. Details on the problem with iso19115

The error message gives an important hint: "Initialization of resource 'iso19115' failed: Dependent
resource ConnectionProviderProvider:conn1 failed to initialize." deegree was unable to initialize
the metadata store because it depends on the JDBC connection pool conn1 , which also failed to
initialize. You may wonder what the error in the services category is about:
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Figure 28. Details on the problem with csw

As you see, the problem with the service resource ("There is no MetadataStore configured, ensure
that exactly one store is available!") is actually a consequence of the other issue. Because deegree
couldnÕt initialize the metadata store, it was also unable to start up the CSW correctly. If you add a
new JDBC connection conn1  and click on Reload , both problems should disappear.

4.5.7. Resource type specific actions

In addition to the common management functionality, some resource views offer additional
actions. This is described in the corresponding chapters, but hereÕs a short overview:

¥ Web Services: Display service capabilities ( Capabilities ), edit service metadata ( Edit metadata ),
edit controller configuration ( Edit global config )

¥ Feature Stores: Display feature types and number of stored features ( Info )

4.6. Best practices for creating workspaces
This section provides some hints for creating a deegree workspace.

4.6.1. Start from example or from scratch

For creating your own workspace, you have two options. Option 1 is to use an existing workspace
as a template and adapt it to your needs. Option 2 is to start from scratch, using an empty
workspace. Adapting an existing workspace makes a lot of sense if your use-case is close to the
scenario of the workspace.

In order to create a new workspace, simply create a new directory in the .deegree directory.
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